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Attributes of Safety Critical Systems

= Reliably perform intended function
= Contain no unintended function

= I[mplemented with redundancy

= Contain fault detection

= Robust design

= Robust code
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Attributes of Safety Critical Process

= Complete and correct requirements

= Design standards are applied

= Coding standards are applied

= Bi-directional traceability

= Requirements based testing

= Robustness verification

= Coverage analysis

= Safety Analysis

= Failure Modes and Effects Analysis (FMEA)
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Safety-Critical Model-Based Design Workflow and Activities

Goals

* Requirements Document
 Plant model

* Complete

* Correct

» Test cases

» Safety Analysis

g Design Process « Controller design
Controller Design |<— *MATLAB « Correct
*Simulink/ Stateflow e Robust
X *Simulink Verification & Validation -> e Traceable
Simulate to Verify Design *Simulink Design Verifier « Conforms to standards
«SystemTest « FMEA
*Simulink Report Generator

* Generated code

Coding Process

* Correct
Generated Source Code *Real-Time Workshop® Embedded Coder » « Robust
*PolySpace Verifier « Traceable

*Simulink Report Generator

* Conforms to standards

A 4

Executable Object

Integration Process

Code *Software-Software integration » Compiled code
*Hardware-Software integration » * Correct
*Processor in-the-loop * Robust
Hardware *SystemTest » Coverage Analysis

*Simulink Report Generator
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Requirements Process for Model-Based Design

= Functional, operational, and safety requirements
= EXist one level above the model
= Models trace to requirements

= Requirements validation
= Prove requirements are complete and correct
= Simulation is a validation technique
= Traceability can identify incomplete requirements
= Model coverage can identify incomplete requirements

= Requirements based test cases

= Traceabillity of tests to requirements
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Imulation example — controller and plant

=10l

File Edit ‘iew Simulation Formab Tools  Help

DIB’“E@I%EIQ‘::D{HDQ|> l|25 INormaI 'H

B [ &

rEE®

ol
el

Inertial Data Sensor

AirData Sensar

Environment

Werification_Blacks

DeHavilland Beaver Airframe

DeHavilland Beaver model
based on original wok created by
M arc Rauwe for Delft University of Technology,
hitp . dutehroll. com

ARP-4754/00-1788 Demonstration
Author: bpotter
Model Yersion: 1.110
[rate: 17-Apr2007 08:35:45
ARP-4T54 System Lifecycle Data:
4.4.4 Architecture and Design
TG 1.eValidation/Modeling
2.4.2 .1 VerificationfAn alysisfModeling
[0-178B Sofhmare Lifecycle Data:
11.12 Software Verification Cases and Procedures
[0-178B Objectives:
G.3.1a High Level Requirements Comply with System Requirements
6.2.1b High Level Requirements are Accurate and Consistent
6.3.1d High Level Requirements are Werifiable
G.3.1g Algorithms are Accurate

Engage and Mode Panel

Autopilot

Reference Signals

Wi e 6.2.2a Low Level Requirements Comply with High Level Requirements
DO-1720 Afifacts G.3.2b Low Lewel Requirements are Accurate and Consistent
(double-click) - 5.3.2d Low Lewel Requirements are Werifiable
. Codkpit Controls 6.3.29 Algonthms are Accurate
Adtitacts Signal Canditioning
ARP-4754/D0O-178B Demonstration
Copyright 1990-2005 The Mathirods Ine,
Ready [100% lodezz v
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Requirements trace example — view from
DOORS to Simulink

' Formal module °/Autopilot Project/Attitude Controller Derived Requirements’ current 0.0 - DOORS - |EI|£|
File Edit Wiew Insert Link #nalysis Table Tools User MAaTLAE Help

S| b RR|Y|X v == B 70
”Standardview j“ﬁ‘«lllevels j| S e :ﬁ|

= Attitude Controller Denve g Software requirerments far a reusable attitude controller E il

#- 1 Introduct
Frl- SEEEEha . 43 [Simulink reference: attitude_controller /Rate Limit (Saturate)]
[+~ 2 Component Desigr W

20 2.4 Integral Control and Limit

The integral confrol shall generate a surface command based on the attitude rate error computed
by the rate contral, integral error gain and the autompilot engage state. The fotal integral
cammand shall be limited 1o not exceed the integral command limit. When the autopilat is not
engaged, the integral command and internal state shall be held at zero,

|
i
141
1Ll
i
L%
J-:
LIL
m+L
T
L L

A
Bl

F: € B 7F %8l | ™| Bw|

63 [Simulink reference: attitude_controller_harness/Signal Builder {SubSystermn)]

"]
39 [Simulink reference: attiude_controller/Int Gain  {Gain)]
W
232 [Simulink reference: attitude_controller Mot engaged  (Logic)]
"]
37 [Simulink reference: attiude_controller /integrator  (Discretelntegrator]
W
21 28 Qurfare Command anc 1 imit =
. T »
||_|sername: bpotter |E:-cu:|usive edit mode 4
MathWorks
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Requirements trace example — view from
Simulink to DOORS

%V attitude_controller Model Requirements Report =]
File Edit Wew Go Debug Deskiop Window Help ]
- | =] | 4 | Location: IFile:,l',l',l'C:,l'IocaI_work_area,l'demos,l’autopilot_RZDD?a_dereF,l'attitude_controller_reqreport.html LI

Chapter 2. System - attitude_controller

Attitude Control using displacement rate and integral

KTs

Int Gain ﬂz'1

Engaged

F| raleGain -

Mot angaged Intagrator
-AntLim ta infLim {ceg)

+

Oi L L
isp_Cmd Cmd Limit <LBs

~emiLinn o emdLim (deg)

Disp Limit Disp Gain Rale Limil

-dinplim Lo dispLim {gag) —rateLim to raleLim (deglsse) Rale Gain

Allilude Controlier
Disp_FB
LD Author. bgalier
verson: 1.21
2 ¥ Date: 16-Apr-2007 00:22:44

DO-1788 Software Lifecycle Data
11.8 Software Requirements Data
11.10 Dedgn Deasiplion
DO-1788 Objectives
5.2.1a Low Level Requirements are Developed
5.2.1a Software Anchitecture iz Developad
5.2.1b Denved Low Level Reguirements are Developed

Rate_FB

ARP-4754/D0O-178B Demonstration
Copyright 1990-2007 The MathWors Inc

Table 2.1. Block Requirements Table

Name Requirements b
crmd Limit 2.1.2 Parameters 00000022 #23
2.5 Surface Command and Limit 00000022 #21
) ) 2.1.2 Parameters 00000022 #23
Disp Gain ) -
2.2 Attitude Control and Limit 00000022 #16
Disn Limit 2.1.2 Parameters 00000022 #23
S 2.2 Attitude Control and Limit 00000022 #16
Disp_Crmd 211 Inputs Q0000022 #22 -

MathWorks .
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Requirements-based test trace example — view
from Simulink Signal Builder block to DOORS

;) Signal Builder {attitude_controller_harness/Signal Builder) = |E||i|
k]

El
eedback Test 3 ‘( Rate Feddback Test 1 \( Rate Feedback Test 2 ‘( Rate Feedback Test 3 )/ Integral Test 1 \ 4|

. CEBR|==|®
1=~ Disp_Crnd : : : : R A S 7777777777 Werdfication block settings:

“"_$'""""‘:'"""'"+ """"" SRR e L e SRR FRRRRREEEE! mattitude_controller_harness
_1__________E__________j__________i__________:,__________E____ : : : : ‘J'f i [ Check Static Range

Filz Edit Group Signal Axes Help

BH 2@ oo~ T FREE > e[ R

____________________________

E Requirements:

B e e s e | 2,4 Inkegral Control and Limit

Time (sec)

Lett Point Right Point

Diszp_FE {showm)
{=howm)
Engaged {showm)
Expected Surf Cmd {showm)

Hame: Fisp_Cmd T
Index: _3 ¥, I

Click to select signal | Digp_Cmd (#1) [ ¥Min Yiiax ]
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Model coverage report example

%" attitude_controller Coverage Report ) [m] |
File Edit Wiew Go Debug Desktop Window Help L]
- wp | @ | ith | Location: IfiIe:,l',l',l'C:,l'IocaI_work_area,l'dernos,l'autopilot_RZDD?a_mdIreF,l'attitude_control_results1948640?.html LI
Discrete integratoer block "Integrator™ =
Parent: fattitude_controller
Metric Coverage
Cyeclomatic Complexity 3
Decizion (D1} 100% (6/8) decision outcomes
Decisions analyzed:
Reseat 100% 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
falze 207401 20144010 2014010 2074407 2014401 2010401 0 2014401 204401 ZOtAa01 2405401 204944010
true 200401 2004401 2000401 200/401  ZOC0s01 0 200044010 2004401 Z00s01 ZO0s01 1614401 196144010
integration result <= lower limit 50% S0% S0% S0% al% S0% S0% S0% S0% 100% 100%
falze 4075401 4014401 401401 4074407 4015407 401401 4014401 40775401 4014401 2830342 38943951
true 0401 04401 04401 0401 0401 0/401 0401 0401 /401 58342 58/3951 |
integration result == upper limit 50% 50% 50% 50% 0% 50% 50% 50% 50% 100% 100%
falze 4075401 4014401 401401 4074407 4015401 4010401 4014401 4075401 4014401 3424401 39514010
true 0401 04401 04401 0401 0401 0/401 0401 0401 /401 585401 5874010

Logic block "Not engaged

Parent: fattitude_controller

Metric Coverage

Cyelomatic Complexity 0

Condition (C1) 100% (2/2) condition outcomes
« | _>I_I
Done "
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Requirements Process take-aways

= Early requirements validation

= Eliminates rework typically seen at integration on
projects with poor requirements

= Early test case development

= Validated requirements are complete and verifiable
which results in well defined test cases

= Requirements management and traceabillity

= Requirements management interfaces provide
traceability for design and test cases

MathWorks
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Design Process for Model-Based Design

= Model-Based Design
= Create the design - Simulink and Stateflow
= Modular design for teams - Model Reference

= Model architecture/regression analysis - Model
Dependency Viewer

= Documented design - Simulink Report Generator

= Conformance to standards
= Design conforms to standards — Model Advisor

= Traceabillity

= Design to requirements - Requirements Management

Interface

MathWorks
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Example detailed design including model

reference and subsystems

Reference Model

=108.x]

roll_ap =10l
File Edt View Simulation Format Tools Help
Top Model DEHS| s mE s D2 o e DEEDEL REES
Heading_Mods —
pilet
= P Ref Author: bpotter
HDG Ret Model Version: 1.120
Date: 17-Apr2007 D8:33:32
Psi 11.8 Software Requirements Data
11,10 Dasign Dascription
G o———mmns DO-1788 Objectives:
TAE 5.1.1a High Lewal Requiremenis are Daveloped
Heading Mods atituds_controllr 5.1.1b Derived High Level Requirements are Developed
o :EE_Y_.MLW 5212 Lo Level Requiremnts are Developed
TorED [ 5.2.1a Softuare Architecture is Develaped
Mode sniteh 52.1b Detived Low Level Requirements ars Devalopsd
7 »lois_re
Fhi Suri_tmd >
Rate_re L
»H 7
Alltmd
L,
i zen0 Eng niten
Basic Roll Mods
(5 ang Phi Ref
AP Eng
Tum Kno
Tum Knab
Rell Referancs
ARP-4754/DO-178B Bgmonstration
Copyright 1980-2008 The MIMatks Inc.
ady [100% [ [ |FixedstepDiscrete Y
roll_ap/Roll Reference o [ [ B £ Yew Seuston Fomat Took Hep
File Edit Wiew Simdlation Format Tooks Help
Ded&|iBR e 4|22

[y =5 Momsl ¥

Seld BREE

&

[,

Fhi

zero

ref anitch
Ref Threshold

minuzsic  Ref Thrashald1

Ded& * =

ol SRR

Zp om0 [Wemd =) F e B

REE®

ATEBe el o it dsglacemont, ke and integral

B =t

Pate Limit

g s iyl e raiimsa rraim

e rD
= + ¥
AP en
B Hot engaged PhiRef Reaba P10
Tk amiteh
thiee Tk Thrashald
Tumn Knob
Roll Reference
Ready 100% |FixedstepDiscrete ¥
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Vamban. 131

Diaba: £B 3007 0033
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Model dependency viewer

E Model Dependency Yiewer: do178b_dhc2 =101l
Filz  Miew Help
u
O
=
do178b_dhc2
Altitude_Mode attitude_controller Heading_Mode
MathWorks
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Example Model Advisor report

Model Advisor - attitude_controller _|EI|5||
File Edt ‘“iew Help

JJ Select Al | Deselect Al Model Advisor -- C\local_work_area‘.demos'autopilot_R2007a - |EI|£|
T
Taszk Hierarchy: attitude_contraller _+|||By Product . | % | #h
-5 Model Advisor Task Manager todel Advizor B , B \ =
E--@B}' Product To process all enabled walidations in this folder and generate a r MOdEI AdVISOI' Report fOI' attItUde_Controner
--@Simulink To dizplay the report automatically after validations are processe —
- [ Real-Time Workshop Embedded Code To dizplay the lazt report generated. click the path link listed for ' Mocial version: 1.29
- Simulink Werification and Y alidation _
B-ED0-1788 and MISRA-C Checks - Analysi Geanarated on; 02-May-2007 10.35.27
0 Display software lifecycle data Fiun Selected Ehecksl
- Display model version information 42 of 45 Paszed
0 Check safety related optimization = ' Show report after run
0 Check safety related zolver diagno . .
@) Check safey related sampls time ¢ || - Last epart @Check model, local libraries, and referenced models for known
0 Check safety related data validity - upgrade ISsSUes
- () Chieck safety related data validity - From node: By Product
o Check zafety related data walidity -—— Report: C:ulocal work areatdemoshautopilat B2007a m Passed
0 Check zafety related data walidity - Date/Time: 02-May-2007 10:35:27
0 Check safety related type conversi Summary: Q 42 M3 Qld : : :
entify unconnected lines, input ports, and output ports
- Check safety related connectivity - fy » Inputp ! putp
0 Check safety related connectivity - Pazzad
0 Check zafety related connectivity -
o Check safety related compatability I
L . .
- (@ Check safety related madel referer @Check root model Inport block specifications
- . . PR . .
o _'I_I
Passed
MCheck solver for code generation
Sample times far this model is Unconstrained. If the model does not specify any
sample times, consider setting its Periodic sample time constraint parameter to
Ensure sample time independent. Otherwize, set the parameter to Specifiedif
the model will nat be referenced.
@\dentify questionable blocks within the specified system
Check for blocks not supported by Real-Tirme Warkshop: =
Done
MathWorks
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Design Verification for Model-Based Design

= Requirements based test cases
= Automated testing using SystemTest/Simulink V&V
= Traceabllity using Requirements Management Interface
= Capability to inject faults for FMEA

= Robustness testing and analysis

= Built in Simulink run-time diagnostics

= Formal proofs using Simulink Design Verifier
= Coverage Analysis

= Verify structural coverage of model
= Verify data coverage of model

MathWorks
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SystemTest for requirements based testing

). systemTest - C:local_work_area',demos'autopilot_R2007a_mdlref attitude_control.test =0

Eile Edit Insert Run Tools Deskiop Window Help
» @ | 0 A | w1 Cu | G W | 2 | Current Directory;:IC:'l,Iocal_work_area'l,demos'l,autopilot_RZDD?a_dereF LI J
A X Properties - Main Test A x WW Run Status ?"

| Test Browser

+ 3| x|

[=l-attitude_control Erm Tt

| Iew Test Element =

. pre test element | '
----- ug;g Run Reference Model

Run kest harness

ﬂ Post Process Logged Data
----- Displacement Command Plat
Displacement Feedback Plok Main Test Ea
Rate Feedback Plok
Engaged Plat

[ surface Command Flot
Expected Command Plot
Model Reference Pass|Fail

main test variables

main test element

ug;g Run Mormal Mode ITERATIONS
Run normal mode asifocor
----- ﬂ Post Process Oubpuk Data I
ReFerence ModeliNormal Mode Plot save results
Marmal Mode PassFail
----- Save Results
----- Post Test
Post Test T
post test element
—
Test Vectors a X | i
| wow. | Ed. | BB | FX
I Mame Expression Wector I... | Gr...
b| index |1:1:10 12345...| 10
| L r Test Stakus:
| Time Elapsed:

Total number of ikerations: 10

MathWorks
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SystemTest — example report

Data Plotting and expected
results comparisons

. flocal_work_area/demos /autopilot_R2007a_mdlref/attitude_control_report/attitude control “repo;
Fle Edt Wiew Go Debug Deskbop Window Help

. ‘local_work_area/demos/autopilot_R2007a_mdlref/attitude_control_report/attitude control repo - |E||1|
File Edit WYiew Go Debug Desktop ‘window Help ~
- e | % | A | Location: IFile:J‘,I’,I’C:,l’Iocal_work_area,l’dem0s,l’autopiIot_RZDD?a_md\reF;’attitude_control_report,l’attitude_control_report.html LI

- N | =] | & | Location: IFile:,l',l’;'C:,ilocal_work_arEaJ‘dEmos,iautupilot_RZDD?a_md\ref,iattitude_contrnl_rBportJ‘attitude_contrDI_re

attitude_control Done

Generated Files

Type Location

Madel

Final Test Status

Start Time

Stop Time

lterations Completed
lterations Passed

lterations Failed

Coverage CMocal_work_area\demosiautopilot_R2007 a_mdlrefattitude_control_results13486407 ot

Report mode

st Clocal_work_area\demosiautopilot_R2007a_mdirefattitude_control_results. mat M
Results Results Yiewer
;Z?m CMocal_work_area\demosiautopilot_ R2007a_mdirefiattitude_control_reportiattitude_control_report. himl Yiew Test Report

=

Action
Launch todel

Coverage Report
for Run norrnal

19-Apr-2007 05:40:35
19-Apr-2007 05:41:13
10

10

0

Passed

Final Status
lteration: 10
Normal Mode Pass/Fail
Test Variable Expected Value Tolerance Type Tolerance Limit Evaluates To
surfCmd normaliodeSurCmd commandTal
<401¢1 double> <4013 double: Rsliia fe-007 I =
Drone 4

MathWorks
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S | Build d A ti Bl
E!dnl7Bh_dhc2,.|"\ferificatiun_BIucks - | I:Ilﬂ
File Edit Wiew Simulation Format Tools Help
Dlﬁn%l%ﬁld’@ﬁlﬂ@ Pl|25 INDII‘I‘IEI| jlnli_l’@ |H@®
~ Verification Blocks
=R
m m| MexRellRef - -
. O |+ 3
Fate Transition |- T | —
= m m| MnRolRet RollResponzePazs I
Rall References Rate Transition1 Terminatoms
2 |:| Check Dynamic Rall
Fhi H
Bl —]
MaxRallPass hll
Terminator?
Check Rall Range
- RekIECRTIEC R
Theta
o]
-
Pai <at> -
Ine tial 1 Altitude
o e |
MaxRollRate Pass M= [
Terminatar CalttRate s Lt
Check Rall Rate Range .
B <= u <= BA :E Altitude Rate
<qr
Terminatort (:2 } » <airspeed? -
Adr ata
Ajrspead
el —1
sy = =
Terminator2 <alpha > =
Terminator2
o e |
o R haxdilPazs Ll tbetar | :
ileron Cm i
[i=ininaies Teminatard
Ched Aileron Range
Af ¢=u =15
Ready 100% |ode23 Y

MathWorks
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Model coverage report example — signal ranges
-Ioix]

File Edit Wew Go Debug Desktop Window Help N

dm up {3 | % | % | Location: | File:/f)C: flocal_wark_areajdemosfadtopilot_R2007a_mdlref/attitude_contral_resulks19486407 . Rkl

- =]
Signal Ranges:
Hierarchy Test 1 Test 2 Test 3 Test 4 Test & Test & Test 7 Test 2 Test3d Test 10  Owerall
Min Max Min BMax Min Max Min Maxe Min Max Min Max Min Mae Min M Min Max Min Mae Min Max
attitude_cantraller
. Integratar o o o o o 0o o o o o o o o 0o o o o o -z 3z -2 z
.Hot engaged ] 1 1] 1 0 1 ] 1 ] 1 1] 1 0 1 ] 1 1] 1 0 1 ] 1
. Cmd Limit -1 1 -8 @ A0 10 A 1 4 4 5 &5 -1 1 7 7 58758 4 4 10 10
. Digp Limit -1 1 -8 @ A0 10 0O 0 o o o o o 0o o o o o A 1 10 10
. Rate Limit -1 1 -8 @ A0 10 A 1 4 4 5 45 o 0o o o o o A 1 10 10
. Disp Gain -1 1 -8 @ A0 10 A 1 4 4 5 6 o 0o o o o o A 1 10 10
. Int Zain o o o o o 0o o o o o o o o 0o o o o o -2 Z 2 2
. Rate &ain -1 1 -8 @ A0 10 A 1 4 4 5 &5 -1 1 7 7 &2 &8 4 1 10 10
CSum -1 1 -8 @ A0 10 A 1 -1 1A 1 o 0o o o o o A 1 10 10
CSumt -1 1 -8 @ A0 10 A 1 4 4 5 &5 -1 1 -1 1A 1 -1 1 10 10
L Sum2 -1 1 -8 @ A0 10 A 1 4 4 5 &5 -1 1 7 7 @2 2 4 4 10 10 —
! | o
Done 4
MathWorks
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Simulink® Design Verifier — Coverage Test

[=1sldvdemo_debounce_modelcoy -0l x|

Fie Edi View Smuation Format Took Help

D SEHE $BR|(E 4 20 » ufioo [roma ] e B S e §

%V Simulink Design Yerifier Report iy ] [
File Edit Wiew Go Debug Desktop ‘Window Help N

Simulink Design Verifier . 7
Model Coverage Test Generation « wp | % | % |L0catlon: IFlle:,I'II'II'H:,I'Dl:ucumentsII'MP.TLP.BII'sIdV_outputII'LI

Test Case 7 [

debounced

HeEounce Summary
Thig model is configured to generate test cases that achieve complete Length D 1 3 SECDndS (6 SamFﬂE PE”UdS:l
rodel coverage. Each outcome of each model coverage pointin the model

is a test objective. Ifyou configure the Simulink Design Verifier to generate the OhJECtl"!'E Count: 10
fewesttest cases, itwill satisfy as many objectives as possible in each testcase

Objectives Reached At:

Run View Options

(double-click) (double-click) " " "
— L ) Step Time Ohjectives
Run Simulink Design Verifier View Simulink Design Verifier Options
Copyright 2008-2007 The hMathiWatks, Inc. 1 D 1_
Ready 100% T=0.00 |FixedStepDiscrete v 2 0.01 Z
5
i
3 0.02 T
Siginal Buikder {shibviene_debuunce_meodekouy_harmess Tnputs) * =k ﬁ
e S Grow Sonel Aves el = 18
EH[ i@ s~ TR FIAEE > 0 =R f—
Tt Gt 2 Y, Tesd Gasn 3 ) Tesd Garsind ) Tust Gicste 5§ Tost Cuseb | Test Case 74 4w m
MO T —— g 008 E
1) I SOU —— e e e H
£71711 SRR SRR ARSI SO DRI RSSO R, 13 012 ﬁ
80 -
60 Generated Input Data.
W0
- Time |0 0.01 0.02 (0.07 |0.08
Step |1 2 3 4 5
o —
L] nor o L1 .08 01 0az HiE 1 28 1 1 28 D 1 28 ]
Time fsech -
] o — B 1] | L|_I
| | i | =
Akt segmend ¥ puslion | é

MathWorks
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Simulink Design Verifier — Objective Test

[=]sldvdemo_debounce_testconblk =lof x|
Ele Edit Wiew Simulation Format Tools Help
DSHE| s RB et oer sfin e -GBS0 B %" Simulink Design Yerifier Repork - 10| =]
Simulink Design Verifier File Edit %“ew Go Debug Deskiop Window Help ™
Test Constraint Block
= up |§ | 4 |Location: Jvdemo_debounce_testconbll_repart. html vl
2
True
rFe
O——CD [

Chapter 3. Test Cases / Counterexamples
in ©,

This model dernonstrates how inputvalues can be constrained. The Test
Constraint block added atthe lefi forces the input value to be either 0 or 1

Test Case 1

Ve s Test Case 1

{double-click) (double-click)

Run Simulink Design Verifier  View Simulink Design Verifier Options

Summary

Copyright 2006-2007 The Mathias, Inc.

Roady 1007 FxedstepDiscrets 4 Length: 0.13 Secaonds (4 sample periods)
Ohjective Count: 2

) Signal Builder (sldvdemo_debounce._testconblk_harness/Inputs) I I=1kq] 0 I}J ectives Reached At:

Eile Edt Group Signal Axes Help

SH|[¢ R oo [~ TnEEaEE » 0= R

st Cave 1Y, oo Step Time Ohjectives
o 7 0.06 2
13 012 1

Generated Input Data.

0.4 "
I | il ot o7
o Step |1 2 3
0 ] 1 ]
0 0.02 0.04 0.06 0.08 0.1 0.12
Time (sec) W
——————  LeftPoint Right Point - L] I I LIJ
Hame: o | |
Index: [1 =l | vi [ D
Bl one
|rsw 1) [ Wlin Yhax | ’é

MathWorks
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Simulink Design Verifier — Property Proving

=) sldvdemo_debounce_assumeblk - 1ol x|
File Edit Wiew Smulation Format Tools Help n n " e
mulink Design Yerifier Report ]
DEHS| BB e ¢ 2| r = [ = Ml = : =
File Edit Wiew Go Debug Deskbop Window Help m
Simulink Design Verifier .
Property Proving with aaAssumption Block - B | =] | % |L0cat|on: I,I'sldvdemo_debounce_assumeblk_report.html LI
e =

Twroe ;I
ReportFileMame SModelMamed_report
debounced ReportincludeGraphics off
DizplayReport an
input &2
{01} Verify True Output . .
This model is configured for Simulink Design Yerifier to perform a property proof. Chapter 2' TESt’!FrOOf ObIECtIVES

It atternpts to prove thatwhen the sum ofthe current and six previous input values is
greater than 6, the output equals 2. The model includes an Assumption block that

constrains the inputto be 0 or 1 Table of Contents

Sirulink Design Verifier searches forwiolations of 20 or fewer tirme steps. Ris

unable {0 find a violation hecause the property iz valid under the assumption. St atus
Yerify True Cutput
Run View Options
{double-click) {double-click)

Status

Run Simulink Design Verifier View Simulink Design Verifier Options

Copyright 2006-2007 The Mathilors, Ine.

Table 2.1. Objectives having No Counterexamples of 20 or Fewer

Ready 100% T=0.00 |FixedStepbiscrete s Ste ps
#: [Type |[Model ltem Description
[ sldvdemo_debounce_assumeblk /Yerify True Output (=53] 1— Asser m Assertion "Assertion” assert

file Edt Vew Smulation Format Teols Help

DEeE&E L BR|es 4 5@ 5[0 [Nomd

With the following active constraints:

Name Constraint
Assumption {01}

] A @ Verify True Output

(1> A==>B
output B ! . . )
[2] implies Objectives of: Assertion

|Aﬂemptm prove that when the sum ofthe current and six previous input I

walues is greater than B it implies that the output will equal 2.

#: Status Test Cases |Description

1 Undecidable nfa assert

Ready [100% [ [T=0.00 [FizedstepDiscrete v
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Design Process take-aways

= Modular reusable implementations
= Platform independent design and code
= Scalable to large teams

= Consistent and compliant implementations
= Common design language
= Automated verification of standards compliance

= Efficient verification process
= Develop verification procedures in parallel with design
= Automated analysis technigues

= Coverage analysis early in the process
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Coding Process for Model-Based Design

= Incremental code generation
= Model Reference

= Traceabillity
= HTML Code Report

= Source code verification

= Complies with standards using PolySpace MISRA-C
Checker

= Accurate, consistent and robust using PolySpace
Verifier

MathWorks
Aerospace and Defense Conference '07




<} The MathWorks MATLAB&SIMULINK
Incrementally Generate Code

) Model Reference Dependency Graph: application M=1E3
File  Help ~

application
.
<
|

Click on a node to open the model

= |ncremental code generation
IS supported via Model
Reference

= When a model is changed,
only models depending on it
are subject to regeneration
of their code

dependent models rebuilt :.

model changed and rebuilt

E! Configuration Parameters: floatdemo;/Configuration

—Fiebuild options for all referenced modelz

Select:
" Solver Rebuild options: | If ary changes detected
- Drata Import/E spoart
o Always
- ptimization . i
Di ) —Options for referenc R RE IR R S
= !agnmtlca ) | If arw changes in known dependencies
i Sample Time Total number of in Mever

Bk slace deporibeiza = Reduces application build

Connectivity % Specify the model dependencies az a cell array of file n . e

. % autamatically include the model.mdl and linked libran .o

Cormpatibility ) # not on the MATLAB path, use absolute paths; prefis §h tl m eS an d e n S u re Stabl I Ity Of
b odel R eferencing % path iz relative to the lacation af the _mdl file; wildzards

. Hardware |mplementation % to comment aut a ling; use "' to continue lines. Faor ex a p rOj eCt’S COd e

. =
- Model Feferencing =
E{D: .mat’, .mat’, ...
= Real-Time Warkshop Py .{npkbxi?mlfiﬁﬂextzﬁ e

= Degree of dependency

checking is configurable
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Add Links to Requirements

[T

E.‘:(I:I|IIII’E E! Requirements: clock
F cut Requirerments | Document Index |
% Signal 2 signal_in I%:; Copy N Clack period shall be consistent with chirp tolerance
Delete o
Signal Builder N . . . Ca
rebound o  DiscretePulseGenerator Parameters. .. | 1. "Clock period shall be consistent with ch 4”'
Elock Properties. .. i ' i Delete
. Add link to Word selection 4|
Requirements add link ko active Ll
Edit/Add Links ... o |
Link settings ...
Description: IEIock petiod shall be conzsistent with chirp tolerance
Document; I thwdemo_requirements_doc. html LI
Document type: IHTML file ;I Browse. .. |
Lozation: -
(Tupedertii) ||
Uger tag: I
o4 ) )
. Update fields with DOORS | word | Eucel |
95 F#* DiscretePulsefenerator: "<Rootr>/clock’ curent selection in: o HEe
Ll *
a7 * Regquirements for "wRootx clock': ok | Cancel | Help | Apply |
o8 * 1. Clock periocd shall be consistent with chirp tolerance
o9 *

100 rth_clock = \

101 (rtDork.clockTickCounter < 1.0 Requirements appear in the code

10z rtDllork.clockTickCounter == 0] 72

103 1.0

104 o.0o;

105 if (rtDlWork.clockTickCounter »>= 2.0-1) {

MathWorks
Aerospace and Defense Conference '07




<} The MathWorks MATLAB&SIMULINK

Compliance history of generated code

MISRA-C 2004 Compliance history of generated code
40 T T

[
IER2006a
IR2006h |
[_IR2007a

.

Rule 6.2 Rule10.6 Rule12.1 Rule14.4
MISRA-C 2004 Rule Numbers

e Our MISRA-C test
suite consists of

several example : |
models £

* Results shown for 2 0
most frequently il
violated rules

= Improving MISRA-C compliance with each release, e.qg.
= Eliminate Stateflow goto statements (R2007a)
=  Compliant parentheses option available (R2006b)
= Generate default case for switch-case statements (R2006b)

= MathWorks MISRA-C Compliance Package available upon

request http://www.mathworks.com/support/solutions/data/1-11FPOW.html
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Coding Process take-aways

= Reusable and efficient source code
= Traceability

= MISRA-C compliance

= Static verification and analysis

MathWorks
Aerospace and Defense Conference '07




<} The MathWorks MATLAB&SIMULINK

Integration Process for Model-Based Design

= Executable object code generation
= ANSI/ISO C or C++ compatible compiler
= Makefile generation capability
= Run-time libraries provided

= Executable object code verification

= Capabillity to build interface for Processor-In-the-Loop
(PIL) testing

= Analyze code coverage during PIL
= Analyze execution time during PIL

MathWorks
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Processor-in-the-Loop (PIL) Verification
- Execute Generated Code on Target Hardware

Simulink
Algorithm | I
(Software Component) Plant Mode
c
O
R |
8 GCJ Execution
N"8Y
= . on host and target
. non-real-time

Communication via one of

. data link e.g. serial, CAN, TCP/IP
. debugger integration with MATLAB

Embedded Target
MathWorks - 0o 1 a19¢
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Integration Process take-aways

= Integration with multiple development
environments

= Efficient processor in-the-loop test capability
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Wrap-up

= Tools to support the entire safety critical development
pProcess
= Requirements
= Design
= Code
= Executable
= Verification

= MathWorks is participating on SC-205/WG-71 committee
which is working on Revision C of DO-178

= See the various demos in the exhibit area
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